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1
Decision/action requested

This contribution proposes a way forward on the key derivation for SRVCC from 5G to UTRAN CS
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3
Rationale

The key derivation for the solution chosen for normative work in [1] has two option, either derive a KASME as in 5G to 4G interworking and then further derive the CK and IK or derive the CK and IK directly from KAMF using a new FC value. This contribution provides some arguments for choosing the latter. 
If SA2 had chosen to directly have an interface between AMF and MSC, then clearly all the key derivation would need to be done in the AMF and a new FC value would be the simplest approach. This would also be the correct approach in keeping the derivation of keys for separate cases of interworking different. Merely routing the signalling for protocol convenience is not a reason for moving away from the security principles.

Looking at the deployment of this feature, it is not necessary to deploy a complete AMF or route the signalling via a full AMF as really the AMF part is there just for interworking. It is completely possible just to add this interworking at either the AMF or MSC. When the latter is done, an MSC is in effect being provided with a KASME if the first method is chosen. This goes against the following requirement in TS 33.401 [2]:
KASME shall never be transferred from the EPC to an entity outside the EPC , with the exception of the following scenario(s):

-
interworking from EPS to 5G as described in clause 8.2 and 8.4 of TS 33.501 [43].

For the above reasons, it is proposed to use a new FC value for key derivation in the SRVCC from 5G to UTRAN CS case. 
4
Detailed proposal

It is proposed that SA3 endorse using a new FC value for the key derivation at the AMF for SRVCC from 5G to UTRAN CS. 
